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ABSTRACT

With the enrichment of use of the internet the confidentiality and security of our information becomes vulnerable now-a-days.
Security in confidential information becomes one of the key challenges in context of data leakage and unauthorised access of
data. Data security is one of the main concern in recent data industry to prevent alteration and illegal access of data. To ensure
utmost security researches are going on rapidly on data security aspects. Various security methods and algorithms has been
introduced to protect our data. Data can be secured in multiple forms like converting the actual data into non-readable data by
applying cryptography concept, Data can be hidden under any cover medium by applying stenography approaches and visual
cryptography. Data can be authenticated through watermarking applications. Thus sensitive information can be protected from
unauthorised access. These concepts have been introduced to satisfy main data security principles for ultimate protection.
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1 INTRODUCTION

Data security become one of the challenging aspects now-a-days
to protect sensitive data from misuse. Data security principles
has been designed and followed to ensure security. The main
aspects are Confidentiality of transferred data, Integrity of the
data communication, Authenticity of the data communication
medium and Non-repudiation. Confidentiality states that the in-
formation shared by users are confidential among the respective
users only. No data leakage will be there among the transac-
tions. Different cryptography techniques have been used to make
sensitive information confidential[1].

Integrity ensures that the information shared in any communi-
cation are not invoked by any other than the actual users. The
data should not be altered or tampered and it must be original
data [1]. Authenticity provides the surety that the data received
by any user transferred from an authentic source. It implies that
the communication is trusted and information are generated from
genuine users [1]. Non-repudiation indicates that the receiving
of data could not be denied by the receiver. It basically acts
as log of data sharing [1]. Data security principles deals with
different aspects of secure mechanism to provide utmost security
in communication medium.

2 Literature Review

Different cryptographic algorithms are discussed in paper [1]
to highlight the idea of cryptography in data communication.
Different key based cryptographic algorithms and multiple key
concepts has been discussed in paper [2]to highlight the cate-
gories of keys in cryptographic algorithms. Different crypto-
graphic algorithms like play fair cipher in3D image medium has
been discussed in paper [3] and paper [4] concentrated for colour
medium. Symmetric and Asymmetric key exchange properties
have been discussed in paper [ 5] and paper [6]. Paper [7] focuses
on the application of watermarking in sensitive information like
biometric data. Sensitive content can be authenticated through
the application of watermarking. Application of steganography
in recent days like IoT has been discussed in paper [8]. Security
in [oT data transfer is also an important concern of late to protect
data leakage in IoT data transfer channel. The concept of visual
cryptography has been emphasized in paper [9] to focus the util-
ity of visual cryptography in recent days. Paper [10] gives idea
on different watermarking techniques and its application.

3 Data Security Techniques

Information sharing depends upon transferring data in multiple
form like text, image, audio, video etc. Securing of data can be
achieved in two ways i.e. Data hiding and Cryptography. Data
hiding deals with concealing of sensitive information into various
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Fig. 1. Encryption and Decryption system
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Fig. 2. Steganography system

cover medium. Cryptography deals with converting a readable
text into unreadable text.

3.1 Cryptography

Cryptography is used to convert a readable plain text into unread-
able cipher text by applying cryptographic encryption algorithm
and keys. Cipher text is used and transferred among users so
that it will not be recognised by unauthorised users [6]. Cryp-
tographic decryption algorithm is used to make the cipher text
into readable plain text at the end point to the authentic users
so that data can be readable by using keys stated in Fig 1. Key
is generated with the combination of numbers or alphabets or
bit string. Depending upon the use of key cryptography can be
differentiated into two categories. Asymmetric key cryptography
uses two different key i.e. both public key and private key [5].
Symmetric key cryptography uses same key for both encryption
and decryption [4]. Original confidential information can be hid-
den under any cover medium like image, audio, video etc. and
can be transferred securely to the authentic user. Authenticity of
the sender can also be verified using watermarking.

3.2 Steganography

Steganography states that the sensitive information will be em-
bedded into cover medium and the cover medium will be sent
to the receiver [8]. The data will be extracted from the cover
medium in the receiver end. Thus ensures the security that em-
bedded information will not be disclosed to anyone except ap-
propriate receiver stated in Fig. 2. Based on the cover medium
Stenography can be subdivided into some segments [8]. Text
Steganography: Text file has been used as cover medium to em-

bed the secret data into it. Image Steganography: Image file
has been used as cover medium to embed the secret data into it.
Audio Steganography: Audio file has been used as cover medium
to embed the secret data into it. Video Steganography: Video file
has been used as cover medium to embed the secret data into it.

3.3 Watermarking

Watermarking concept is introduced to provide authenticity on
data to protect from alteration and tampering. Secret logos are
used visibly or invisibly to protect data and provide copyright
of the authorised users. Logos are used to authenticate the ap-
propriate user. Based on the visibility of the logo watermarking
can be categorised into two segments [7]. Visible Watermarking:
Watermarked logo is visible to the user after embedding it onto
data medium [10]. Invisible Watermarking: Watermarked logo
is not visible to the user after embedding it onto data medium
[10]. The efficiency of watermarking is measured by factors like
Robustness, Imperceptibility, Transparency and Data payload

(71.

3.4 Visual Cryptography

Visual cryptography is introduced in recent days after gradual
development of conventional cryptographic concepts. In visual
cryptography visual data like image, audio, video has been en-
crypted using respective algorithms. Multimedia data is seg-
mented into different parts to generate shares. These share are
transferred to receivers thorough different medium. Decode of
the actual data from these shares takes place in receiver end [9].

4 Recent applications of Data Security

Data security principles has huge impact on digital medium
where mostly sensitive data is used in recent day scenario. Medi-
cal image authentication, Digital document authentication could
be done properly through data security approaches. Data secu-
rity also plays a vital role in sensitive data transfer in defence
organization, economic transfer, data protection.

5 Conclusion

This paper mainly focuses on the utility of data security in re-
cent digital data communication. Different data security aspects
have been discussed in this paper to focus the prime features of
data security in electronic medium to protect the sensitive and
confidential data from unauthorised access.

6 Future Scope

Data security can be implement in different sensitive aspects like
protection of epic information, protection of adhar information
using biometric identification, evaluation sheet protection etc.
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